MH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEILIEHMS
HA O®PUIAAJIBHBIX UHTEPHET-PECYPCAX

C KaXIIbIM TOZIOM MOJIOJICKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIIE, a IITKOJIHbHUKA
OJIHU W3 CaMbIX aKTMBHBIX MOJIb30BaTener Pynera. Mexny tem, mnoMUMO
OTPOMHOTO KOJINYECTBA BO3ZMOKHOCTEM, UHTEPHET HECET U MPOOJIEMbI. JTa
IMaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOAUThCS B CETH.

KomnbroTepHbi€ BUPYCHI

KoMIbroTepHBIN BUPYC - ITO pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOTPAMM,
OTIUYUTEIIBHOW OCOOEHHOCTBIO KOTOPOH SBIISIETCS CIIOCOOHOCTH K PA3MHOKEHUIO.
B nonosiHeHrE K ’TOMY, BUPYCBI MOTYT ITOBPEAUTH WIIN MOJHOCTHIO YHUUYTOXKHUTh
BCe (paiiyibl U IaHHBIC, TTOJKOHTPOJILHBIC MOJB30BATENI0, OT UMEHH KOTOPOTo ObLia
3amylIieHa 3apaKeHHas MPOorpaMma, a TaKkKe MOBPEAUTh WIN TAKE YHUUTOKHUTh
OTICPAITMOHHYIO CUCTEMY CO BceMu (haiiyiaMu B 11eJI0M. B OOJIBIIMHCTBE clydacB
pACIPOCTPAHAOTCS BUPYCHI UEPE3 UHTECPHET.

MeTtoab! 3alIUTHI OT BPEAOHOCHBIX MPOrpaMM:

1. Mcionb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. IlocTostHHO ycTaHaBIMBal Natyu (LU(PPOBBIE 3aMJIATKH, KOTOPbHIE
aBTOMATUYECKU YCTAHABJIMBAIOTCS C LIEJBIO JOPAOOTKU MIPOrpaMMbl) U ApyTUe
OOHOBJICHUS CBOEH OrepanmoHHOM cucTeMbl. CKaunBail UX TOJIBKO C
odurmanbpHoro caira pazpadorunka OC. Ecnu cyiiecTByeT pexkum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PaboTail Ha cBOEM KOMIBIOTEPE MO TpaBaMu MOJIb30BATENS, a HE
aIMUHUCTPATOpPa. DTO HE MO3BOJIUT OOJBIIUHCTBY BPEJOHOCHBIX IPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

4. Vcnionp3yil aHTUBHPYCHBIE IPOTPAMMHBIE IPOAYKThI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBJICHHEM 0a3;

5. Orpanuupb pU3NUECKUI JOCTYI K KOMIBIOTEPY 7151 TOCTOPOHHUX JIMLL;

6. Mcnonp3yil BHEIIHKWE HOCUTEIN HH(OPMALINY, TaKue Kak (Iemika, JUCK Wil
(baiin U3 uHTEpHETAa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (Pailyibl, MOJYyYEHHBIE U3 HEHAJEKHBIX
MCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpbIe MpUciail TBOW 3HAKOMBIN. Jlydine yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru Wi-Fi



Wi-Fi - 310 He BU NIepeadyn JaHHBIX, He TEXHOJIOTHS, & BCETO JIUIITL OpeH/I,
Mapka. Eme B 1991 roay Huznepnanackas KOMIIaHUS 3apeTUCTpUpOBalia OpeH
"WECA", uro o603Hauano cioBocoyeranue "Wireless Fidelity", koTopsiii
MepeBOIUTCS Kak "0ecrpoBOHAsS TOYHOCTh".

Jlo Hamrero BpeMeHH Jo1iIia Apyras ab0peBuaTypa, KOTopas SBISETCS TAKOU e
TexHoJoruen. I1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHre OBLIO TaHO C HAMEKOM
Ha CTaHJapT BbIciIel 3BykoBo# TexHuku Hi-Fi, uto B mepeBoe o3HavaeT
"BBICOKAsi TOYHOCTH".

Ja, OecrinaTHBIM MHTEPHET-A0CTYH B Kade, OTENSIX U adpoIopTax sSBIsSETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT,
gyT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTbI 110 0€30MACHOCTH PAdOTHI B 001Ie0CTYNMHBIX ceTsax Wi-Fi:

1. He nepenagaii cBoro JinuHyto uHdopMaiuio yepes3 oodmenocrynubie Wi-Fi cetu.
PaboTas B HUX, *enaTebHO HE BBOAUTH MapOIM IOCTYIA, JOTUHBI U KAKHE-TO
HOMEDA;

2. Ucnonb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOTpaMMBbI U Opanamayep. Tem cambiM
ThI 00€30Macullb ce0sl OT 3aKaUYKH BUpPyca Ha TBOE YCTPOICTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkimoun pynkuuto "O0muii qoctyn K daiisiaM u
npuHTepam". JlaHHast QyHKIUS 3aKpbITa [0 YMOJIYAHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATENIN AKTUBUPYIOT €€ JIJIsl y100CTBA MCIIOJIb30BaHUs B paboTe min yueoe;
4. He ucnonw3yit nyonuunsiidi WI-FI 115 nepenaun TMUHBIX JaHHBIX, HATPUMED
JUISl BBIXO/1A B COLMAJIBHBIE CETH UJIU B MJIEKTPOHHYIO MTOUTY;

5. Wcnonw3yii Tosibko 3amuineHHoe coeaqunenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-apeca BBOAM UMEHHO "https://";

6. B moounsHOM Tenedone otkimoun GyHkiuio "Tlogkmouenne k Wi-Fi
apTomMatnuecku'. He momyckaii aBTOMaTHYECKOTO MOIKIIOUEHUS YCTPOUCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble CeTH

ConmalibHBIC CETH aKTUBHO BXOJIAT B HAITY KU3Hb, MHOTHE JIIOJIH PA0OTAIOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUUTHAP,T YETOBEK,
YTO SBJISIETCS OJJHOM CeAbMOM BCEX JKUTEJEH IIaHeThl. MHOTHE MOJIb30BATEIN HE
MMOHUMAIOT, YTO WH(OPMAITHs, pa3MEIICHHAS UMHU B COIIMAIBHBIX CETSIX, MOXKET
OBITH HaliJIcHA M MCIIOJb30BaHa K€M yTOJAHO, B TOM YHCJIC HE 00s3aTEIIBHO C
OJIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30MaCHOCTH B COLMAIBHBIX CETIX:

1. Orpaauyb CIUCOK Jpy3eil. Y Te0s B IPY3bsiX HE TOJDKHO OBITH CITyYailHBIX U
HE3HAKOMBIX JIFOJICH;



2. 3amminaii CBOIO YacTHYIO XU3Hb. He ykaspiBaiil maposu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJICHUS U JPYTYIO JIMYHYIO HH(OpMAIUIO. 3I0yMBILITIEHHUKA
MOTYT MCIIOJIb30BaTh 1a’ke MH(OPMAIUIO O TOM, KaK Thl U TBOU POAUTEIN
IJIAHUPYETE TPOBECTU KAaHUKYJIbI;

3. 3ammimai cBOO PEMyTaIHIO - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
X0Ten OBl ThI, YTOOBI APYTHE MOIB30BATEIN BUICIH, YTO ThI 3arpyKaeiib?
[Toxymaii, mpexJie YeM 4TO-TO ONyOJIMKOBATh, HAIUCATh U 3arpy3UTh;

4. Ecnu Tl TOBOPULIB C JIFOJIBMH, KOTOPBIX HE 3HAECIIb, HE HCIIOJIb3YH CBOE
peanabHOE UMl M IPYTYIO JIMYHYIO HH(OPMAIIUU: UMSI, MECTO KUTEJIbCTBA, MECTO
y4eObl U poUee;

5. U36erait pasmemenus ororpaduii B UHTEpHETE, T11e THI M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEAEIUTH TBOE MECTOIIOIOKEHUE;

6. [Ipu peructpanuu B COUUAIBHON CETH HEOOXOAMMO UCIIOJIH30BATh CIIOKHBIE
NapoJIv, COCTOSUIME U3 OYKB U U(P U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. 71l cOouManbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOJIMMO MUCIOJIb30BATh
pasHble napoau. Toraa eciu Te0s B3JIOMAIOT, TO 3J10yMBIIUIEHHUKU MOJTy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI' U

DNEeKTPOHHBIE JIEHBIY - 3TO OYEHb YAOOHBIN CIIOCO0 TIaTeXel, 0JTHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIC JICHBIY MOSBUINCH COBCEM HEAaBHO U UMEHHO M3-3a 3TOr0 BO
MHOTUX TOCyAapCTBax A0 CHX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun e onr PyHKITMOHHPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE UX
pa3eAOT Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHMMHbBIE. Pa3Huna B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peniaeTcsi MPOBOIUTH onepanuu 6e3
UJEHTU(PUKAIIMY TI0JIb30BATENISA, @ B HEAHOHUMHBIX MJACHTU(UKAIIUS TTOJIb30BATENS
SBJISIETCS 00s13aTEIBHOI.

Takoke ciaenyeT pa3nuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI
roCyIapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbBIE He(UATHBIE ICHBIU (HE paBHBI
rOCyapCTBEHHBIM BAIIIOTaM).

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe ¢ ITCKTPOHHBIMU JICHbIAMHU:

1. [lpuBsiku K cueTy MOOMIIBHBIN TenedoH. ITO caMblidl yIOOHBINM U OBICTPHIi
Croco0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizanHbIi TenePOH MOMOXKET, €CIIU
3a0y/Ielh CBOW TUTATEKHBINA TTAPOJTh UITH 3aiiIeITh Ha CAUT C HE3HAKOMOTO
YCTPOWCTBA;



2. Vcnonb3yit onHOpa3zoBeie napoiu. [locie nepexoa Ha yCUIEHHYIO
aBTOpU3AIMIO TeOe yKe He OYJIeT yrpoKaTh ONAaCHOCTh KPAKU WUJTU TIepexBaTa
IJIATEXKHOTO MAPOJIs;

3. BoiGepu cnoxxublit napods. [IpectynHukam OyAeT He MPOCTO yrajaaTh CIOKHBIN
napodib. HagexxHele naposu - 3T0 Napoiu, KOTOPbIE COIEpKAT HE MEHEE & 3HAKOB
¥ BKIJIFOYAIOT B C€0sI CTPOYHBIE U TIPOMUCHBIE OYKBBI, ITU(PBI K HECKOJIBKO
CUMBOJIOB, TAaKH€ KaK 3HaK J0JuIapa, (PyHTa, BOCKIMIATEIbHBINA 3HAK U T.II.
Hampumep, $tROng!;;

4. He BBO/IM CBOU JTUYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.

DJIEKTPOHHAS MOYTA

DNEeKTpPOHHAS TIOYTA - 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTH MO
MEPEChUIKE U MOJTYUYCHHIO AJIEKTPOHHBIX COOOIIEHUM, KOTOPBIE paclpeIesatoTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIM MOYTOBBIN SIIUK BBITJISIAT
CJICAYIOIIMM 00pa30M: UMsI_TOJB30BATENA(@UMs_JoMeHa. Takke KpoMme nepeaadu
MIPOCTOr0 TEKCTa, UMEETCSI BO3MOXKHOCTh IIepeaBaTh (haiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe € AIECKTPOHHOU MOYTOM:

1. Hago BeIOpaTh NpaBUIIbHBIN TOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBII
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIE€ JOBEPSTH TEM, KOTO
3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3biBail B IMUHOM NOYTE JIMYHYIO HH(popManuto. Hanpumep, mydine
BBIOpAaTh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. Mcrionb3yil IByX3TaHYyI0 aBTOPU3ALUIO. DTO KOI'/1a TIOMUMO MapoJIsl HYKHO
BBOJUTH KOJ, MpUChLIaeMblii 0 SMS;

4. Bp1Oepu CIOXKHBIN TTaposib. J{J1s KaXX10r0 OYTOBOTO SITUKA TOKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1ApPOJIb;

5. Ecnu ecTh BO3MOXKHOCTD HalucaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCTIOJIb3YH
3Ty BO3MOYXHOCTb;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. [IepBbIii 1711 4aCTHOM MEPENUCKU C
azpecataMy, KOTOPBIM Thl JOBEPSIEIIb. DTO IEKTPOHHBIN aJpec HE HAJ0
UCIOJIb30BaTh IPU PETUCTPaLUU Ha pOpyMax U caiTax;

7. He oTkpbIBaii (aityibl U Apyrue BIOKEHHUS B TUCHMAX, Ta)Ke €CJIM OHU TIPUIILITN
OT TBOMX Jipy3ei. Jlydllle yTOUHH Y HUX, OTTIPABJISIIN JIM OHU TeOe 3TU (ailiibl;

8. ITociie okoHYaHus pabOTHI HA TIOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIAJIKH C
caiiToMm He 3a0yJp HaXXaTh Ha "BeiidTu".

Ku6epOy1iimHr wiin BUPTyaibHOE U3/1€BATEIbCTBO



KubepOymmmHr - mpecneoBaHre COOOIEHUSIME, COAEPKAITUMU OCKOPOICHUS,
arpecculo, 3alyruBaHKe; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIbIO
Pa3JIMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITMHTOM:

1. He 6pocatics B 60it. JIydmuii crmoco0: TOCOBETOBATHCS Kak ceOst BECTH H, €CITH
HET TOr0, K KOMY MOXHO OOpaTHThCS, TO BHAYaJIe YCIOKOUTHCS. ECii Thl HAUHENIb
OTBEYATh OCKOPOJICHUSIMA Ha OCKOPOJICHHUS, TO TOJIBKO €l1e OOJIbIIE Pa30KKeIb
KOH(JIUKT;

2. Yupasnsii cBoelt kudeppernyTanuei;

3. AHOHUMHOCTbH B ceTH MHUMas1. CylIeCTBYIOT CIOCOOBI BBIAICHUTD, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BecTu XyJIUraHCKUI 00pa3 BUPTyalbHOU Ku3HU. IHTepHET
(UKCUpYET BCE TBOM ICUCTBUS U COXPAHSIET UX. Y JAIUTh UX OyAET KpailHe
3aTPyAHUTEIIBHO;

5. Cobmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit equHN4YHbIN HeratuB. OJHOPa30Bble OCKOPOUTENIbHbBIE COOOICHHUS
Jydllle MTHOpUpoBaTh. OOBIUHO arpeccus IpeKpaliaeTcs Ha Ha4ajabHOW CTaIuu;
7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTb OJJOKUPOBKU OTIPABKU COOOIIEHUH C
OIPEJEIEHHBIX a/IPECOB;

8. Ecnu T cBUETENb KNOEPOYIIIMHTa. TBOM AEHCTBUSA: BHICTYIUThH IPOTUB
IpeciieIoBaTeNs, 0Ka3aTh EMY, YTO €ro JAEUCTBUS OLICHUBAIOTCSI HETaTUBHO,
HOJIIePKaTh KEPTBY, KOTOPOU HY’KHA MICUXOJIOTMUYECKast MOMOLIb, COOOUIUTh
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIbIN
(GyHKIIMOHAM, U TeEPh OHU MOTYT KOHKYPUPOBATH CO CTAIIMOHAPHBIMU
KoMmmbloTepamu. OgHaKO, CPEACTB 3aIIUTHI 7151 TOJOOHBIX YCTPOUCTB MOKA OYEHB
Masio. TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE TAK
WHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.
CoBpeMeHHbIe MOOMJIBHBIE Opay3ephl yKe MPAaKTUYECKH JIOTHAN HACTOJIbHbBIE
aHAJIOTH, OJTHAKO paciMpeHue GyHKIMOHAIA BICUET 32 COO0U OOJBITYIO
CJIO’)KHOCTh U MEHBIITYIO 3aIUIICHHOCTb.

Jlaneko He Bce MPOU3BOUTEIHN BBIITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIINE
KPUTHYECKHE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIILHOTO TenedoHa:



Huuero He siBnsieTcs mo-HacTosAIeMy OeciuiaTHBIM. byib 0CTOpokeH, BeIb KOTaa
Tebe npesiaratoT OeCIIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KAKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, npexzae yeM otnpaButh SMS, ¢hoTo unu Buaeo. Thl TOYHO 3HACIIb, IE
OHH OyayT B KOHEYHOM UTOTE?

Heobxoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTdhOHa;
Hcrionp3yit aHTHBUPYCHBIE TIPOTPAMMBI JJIST MOOMITBHBIX TEIE(POHOB;

He 3arpyxaii npuaoxeHusi OT HEU3BECTHOI'O UCTOYHUKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOTpaMMHOE 00ECIICUEHUE;

[Tocne Toro kKak Thl BRIMCIIB C CaidTa, T/i€ BBOJWII JIMYHYIO MH(OPMAIIUIO, 33l B
HacTpoiiku Opaysepa 1 yaaim cookies;

[lepuoauyecku npoBepsii, KaKUe MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBolt HOMEp MOOMIIBHOTO Tesie)OHA TOJIBKO JIFOJSIM, KOTOPBIX Thl 3HACIIh U
KOMY JIOBEpSICIIIb;

Bluetooth momken ObITH BBIKJIFOUEH, KOT/Ia Thl UM HE ToJIb3yelbes. He 3a0biBait
WHOT/Ia IPOBEPATH 3TO.

Online urpobi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS,
OOBEAUHSIONINE COTHH THICAY YEJIOBEK 110 BceMy Mupy. Urpoku nccieayrot
JAHHBIN UM MHpP, OOLIAIOTCS IPYT C IPYTrOM, BBIMOJHSIOT 3aJaHUs, CPAKAIOTCA C
MOHCTPaMH U MOJTYYAIOT OMBIT. 32 yAOBOJBCTBUE OHU IJIATAT: MOKYMAKOT JUCK,
OIIAYMBAIOT A00OHEMEHT WJIM MMPUOOPETAIOT KaKKe-TO OIIIUH.

Bce 3Tu cpenctBa uayT Ha MOJAEpKaHUE U PA3BUTUE UTPBI, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPIIICHCTBYIOTCSI CHCTEMbI aBTOPU3AIINH, BBITYCKAIOTCSI HOBBIC
natyu (udpoBbIe 3arIaTKy JJ1s1 TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.
B nogo0OHBIX Urpax CTOUT OMAacaThCA HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
KpaXkyu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3alMK OOJLIINHCTBA
urp.

OcHoBHbBIE COBETHI 110 0€30MACHOCTH TBOEI0 HI'POBOI0 aKKAayHTa:

1. Eciu npyroit urpok BeaeT cedsi MI0X0 WM CO31aeT Te0e HENPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxany¥ica aiMUHUCTPATOPAM UT'PHI Ha TJI0XOE MOBEIECHUE 3TOI0 UTPOKA,
YKEJIATEJIbHO NIPUIIOKNATH KAaKHE-TO 10KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muuHyo uHbOpManuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycranaBnuBaii HeopuImanbHbIC TATIYH U MOJIBI;

6. Mcnonb3yii CJIOKHBIE U Pa3HbIC MTapOJIH;

7. JJaxxe BO BpeMs UTPHI HE CTOUT OTKJII0YaTh aHTUBUPYC. [loka ThI Urpaeiib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM KpaXKeil IeHET U IOKYMEHTOB CErOJIHSI YK€ HUKOTO HE YAUBUILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHUIA 3I0YMBIIUICHHUKU [TEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMATHCS " TFIOOUMBIM'" 1CJIOM.

Tak nosiBUJIaCh HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (PUIIIMHT, TJIaBHAS
11€JTh KOTOPOTO COCTOUT B TIOJIYYCHUH KOH(PUIACHITUATHHBIX TaHHBIX
M0JIb30BaTENEH - TOrMHOB U naposieil. Ha anrnuiickom si3pike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - maposs).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOoM. Eciu ThI To103peBaetiib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTpATOPaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonb3yit 6e301macHbie BeO-CaliThl, B TOM YHCJI€, UHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnosnb3yii ClIoXKHBIE U pa3Hble apoyid. TakuM o0pa3oM, eciiu TeOsl B3J10MaloT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUITIO B CETH,
a HE KO BCEM;

4. Ecnu Te0st B3OMaNH, TO HEOOXOIUMO MPEIYIPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T00aBIEHBI y T€OS B IPY3bSIX, O TOM, UTO T€Os B3JIOMAJIU U, BO3MOYKHO,
OT TBOETO UMEHH OYJIET PacChUIaThCs CIlaM U CChUIKHU Ha (DUILMHTOBBIE CANTHI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN Tene(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBail (aitsibl U Apyrue BIOKEHUS B TUChMAX, JIa)Ke €CJIM OHU TIPUIILITN
OT TBOUWX Jipy3ei. Jlydiie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (Haiisibl.

Mudposasi penyrauus

[Mudposas penyTramms - 3TO HETaTUBHAS WJIM TTO3UTUBHAS HH(POPMAIIHS B CETH O
tebe. Komnpometupyromias nnopmaiius, pa3MeiieHHas B UHTEPHETE, MOXKET
CEphE3HBIM 00pPa30M OTPA3UTHCS Ha TBOEH peanbHOMU xu3HU. "[{udpoBas
penytanus" - 3TO TBOM UMUK, KOTOPBIN (hopMupyeTcst u3 nuapopmaiuu o Tede B
WHTEPHETE.



TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, 0COOCHHOCTH
XapakTepa U pacckasbl O OJU3KHUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue nopoCTKy JIEFKOMBICIEHHO OTHOCSITCS K IMyOJIMKalMK JIMYHOM
uHpopMaiuu B IHTepHeTe, He TOHMMAasl BO3MOXKHBIX MTOC)IeACTBUM. Thl 1axe He
CMOJKEIITb JOTafaThCsl 0 TOM, 4TO oTorpadus, pasMelieHHas S JeT Ha3al, cTajia
IPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue JeiMCTBUs MOTYT HeE
MCYE3HYTh AK€ MOCIJIE TOTO, KaK Thl X YAAIHILIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty UH(GOPMAIHIO, TI0T1aja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHWJIACh JIU OHA, a
IJIABHOE: UTO MOAYMAIOT O TeOE OKPYKAIOLIUE JIFOIU, KOTOPhIE HAUYT U YBUISAT
3T10. Haiitn nH(popmalinio MHOTO JIET CIIYCTSI CMOKET JIF000H - KaK U3 100pbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUUHUHHUTD Bpe. DTO MOXKET OBITh KTO
YTOIHO.

OCHOBHBIE COBETHI 1O 3aIUTE HU(PPOBOI peryTaluuu:

1. [logymaii, mpexzie 4eM 4To-To MyOJIMKOBATh U MEpeIaBaTh y ceOs B OJI0Te WU B
COLIMAJIBHOM CETH;

2. B HacTpolikax npo¢uiisi yCTAHOBU OTPaHUUYEHUS Ha POCMOTP TBOETO NpouIs
U €ro COJEPKUMOTO0, CAeIall ero ToIbKO "W npy3en";

3. He pa3Memaii u He yka3bIBail HH(OPMAIUIO, KOTOPast MOXKET KOT0-1100
OCKOPOJISITh WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOIbHUKY - aKTUBHBIE MOJIb30BaTENN U(PPOBOTO NPOCTPAHCTBA.
OpHako 1aneko He BCe 3HAKOT, YTO MOJIb30BAHUE MHOTUMHU BO3MOYKHOCTSIMU
rdpoBoro mupa TpedyeT COOM0ICHUS TPAaB HA UHTEIJIEKTYaJIbHYIO
COOCTBEHHOCTb.

TepMmuH "UHTEIEKTYalIbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HAUMHAasl ¢ HOBBIX M300pPETEHUI U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTb Ha MIPOJIYKTHI M YCIYTH, ¥ 3aKaHUMUBAsi KHUTaMU, (OTOrpadusimMu,
KMHO(DHUIEMaMH ¥ MY3bIKQJIBHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHeE IpaBa - 3TO MpaBa Ha UHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKH, JINTEPATYPhl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KaueCcTBE rapaHTHH TOTO, YTO MHTEJUIEKTYalbHbII/TBOPUECKUI TPy aBTOpa HE
OyJeT HampacHbIM, AACT €My CIIpaBeJIMBbIe BO3MOKHOCTH 3apaboTaTh Ha
pe3yspTaTax CBOEro Tpy/ia, MOJYyYUTh U3BECTHOCTD U Mpu3HaHue. Hukro 6e3
pa3penieHus aBTopa He MOKET BOCIIPOM3BOAUTH €TI0 IPOU3BEACHUE,
pacnpocTpaHsTh, MyOJUYHO AEMOHCTPUPOBATH, IPOAABaTh, UMIIOPTUPOBATH,



MyCKaTh B MPOKAT, MyOIMYHO UCTIOJIHATH, TOKA3bIBATH/UCIIOJHATH B d(pupe nim
pasMemiats B IHTepHeTe.

Hcnonb3oBanue "mupaTcKoro" mporpaMMHOI0 00ECIIeUeHHsI MOYKET IPUBECTU K
MHOTUM PUCKaM: OT OTEPU JIaHHBIX K TBOMM aKKayHTaM JI0 OJJOKMPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAHOBJICHA HeJleralibHas nporpamma. He crout takxke
3a0bIBaTh, UTO CYIIECTBYIOT JIETATbHBIE U OCCIIaTHBIE IPOrPaMMBbI, KOTOpPbIE
MO>KHO HAaWTH B CETH.



